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StartSSL™ Certificates & Public Key Infrastructure
Put in the email and get the one time password
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All Accounts — Inbox (2 messages)

StartSSL™ Certificates & Public Key Infrastructure
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Choose what to do
If you want to get a certificate you go to the certificates Wizard if it is an email already
validated

if you need to do a new email then you have to start by going to the validations Wizard

if you want to download a certificate already made and not expired then go to the
toolbox

in this case were going to go for a new email to add a certificate – some going to start
with the validations wizard
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Fill in the forms
Choose email validation from the list and click continue
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Use the verifcation code
Fill in the email address to send the validation code – click the button underneath the
email address field.

Next you'll have to go to your email client white for the email to come in and copy the
verification code to paste into this form

you have 15 minutes to use the validation code which you have been sent.

When you filled in these two fields on the form click on validation
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Not the Droid you're looking for
This screen is not what you're looking for. They are trying to get you to buy a certificate
and you don't need to spend any money

click on one of the other tabs such as toolbox

Then click again on Certificates Wizard
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Choose the Cert
This is the next form you want to get to. Click on Client S Mime and Authentication
Certificate – Then Click on Continue

Now to generate a CSR
You'll see a list of your validated emails in green. Choose the email you are working
with and put it into the email field.

Click on the button – Generated by Myself

Select the Open SSL Command Which Is Written in Red and put onto to your clipboard
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In a text editor – I used Byword – paste in the
clipboard and follow the instructions below.
You just need to change this so that it is going to be identifiable when it is downloaded
to make it easier to find.

The next step is to open Terminal
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Open terminal and paste in the terminal command
press Enter
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Working in Terminal
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Terminal Velocity
You will enter a pass phrase for a PEM – I just enter a four digit code I can easily
remember.

Then follow the instructions to enter the details for the country code,
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Fill in the details as asked by the terminal.
This is not a difficult section it tells you you can leave some of these empty if you want
to. I fill in what seems sensible to have filled in.

Setting up an expired SMIME
Certificate

SETTING UP AN EXPIRED SMIME CERTIFICATE 14



You have to go to your user home folder in Finder.
You will see that two files have been downloaded. One is the CSR code and the other
is the private key.
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Choose Application - Atom
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Right click on the file and choose open in. Open the
file in a text editor. I use the text editor Atom
in Atom select the text and put it on your clipboard.

Go back to the webpage and paste this CSR code

Setting up an expired SMIME
Certificate

SETTING UP AN EXPIRED SMIME CERTIFICATE 17



Paste in the CSR
When you first paste the Certificate Signing Request – CSR it will be coloured red. Wait
until the code is verified and it turns to black text.

Click on the button Submit

wait for it to do its thing
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Click 'here' to download the cert
When you see this on your screen you can download the certificate.

The certificates will go to your downloads folder
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Add Certificates
Select the certificates in the downloads folder and drag them and drop them into your
Keychain access application.

You don't need to change anything just click on the button – Add.

If you do a search you'll see that your new certificate has been added to the list of
certificates in the login section.
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Moving the certificates onto your iOS devices.
What we've done so far is just to use on your Mac
That is most of the job done. If you want to use the certificates created on your iOS
devices are well will need to go back to start.com and create a different sort of file.

Let's create a P12 file to get the cert moved on to the iOS devices.
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In the Downloads folder right click on the file and
use the open in command to open up the
certificate in the text editor – I suggest using Atom

Setting up an expired SMIME
Certificate

SETTING UP AN EXPIRED SMIME CERTIFICATE 23



Setting up an expired SMIME
Certificate

SETTING UP AN EXPIRED SMIME CERTIFICATE 24



Choose Application - Open the file with the Private
Key in the home folder - Use Atom
Right click on the file containing the key in the home folder - We downloaded it earlier
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SMC.key — In the Atom App
Select the key and put on the clipboard
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Paste the cert and key
Fill in all the details and click on Submit

Download the P12 file
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Go to Downloads Folder
Select the certificate and send it to yourself in an email.
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Open up the Mail App on your iOS device
it needs to be the email application and not a third-party mail app. Open up the email
you have just sent yourself with the certificate.
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Choose to put on the iPhone
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Install the Profile

Click on Install
Just keep following the prompts as you go
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You have been warned

Ignore the warning - It has no meaning
Just click on Install

Setting up an expired SMIME
Certificate

SETTING UP AN EXPIRED SMIME CERTIFICATE 33



Same again - But at the bottom of the screen
Click on Install
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Enter the password you made for the certificate.
This is only a temporary password - doesn't have to be great if you are going to use the
file straight away and you delete the file after you have installed the cert where you
need it.
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Success
Now you can receive encrypted emails and be able to read them.
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You can see in the profiles area of settings for the
device when the certificate has been added
successfully
I had three certificates already and I added this other one
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That's all there is too it. You will now be able to
read emails encrypted with an SMime certificate on
your iOS devices as well as on your Mac.
If you want to use encryption on the iDevice the I recommend using GPG - oPenGP
Lite is the app I use for that purpose.
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Get the Book on using GPG on your computers
Buy the Book with step by step guides to using GPG Tools for private emails
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http://amzn.to/2dUjJxC
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